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Cybercriminals can target both the private and public sectors 1 when exploiting vulnerabilities related to well-being, including 
healthcare. This broad umbrella term includes pharmaceuticals, research and many other aspects of medical care; indeed, 
pharmaceuticals are a vital part of healthcare but represent just one piece of the puzzle.

In the private sector, cybercriminals can target companies that offer health-related products or services, such as pharmaceutical 
companies or health insurance providers. They may seek to steal confidential patient information, trade secrets, or financial 
data. They may also launch attacks that disrupt business operations, causing harm to patients or customers.

In the public sector, cybercriminals target government agencies responsible for public health and safety, such as hospitals, 
public health departments, or emergency response systems. They may seek to disrupt services, steal sensitive information, or 
spread misinformation to cause panic and harm to the public. In 2020, the United States (US) Cybersecurity and Infrastructure 
Security Agency (CISA) reported increased cyberattacks targeting federal agencies, including a high-profile attack on the 
SolarWinds software supply chain that affected multiple government agencies. 2

All of this means that risk-based strategies and best practices are more critical than ever. A cybersecurity breach or cybercrime 
can inflict mayhem on any company, compromising assets, laying bare sensitive data, and can even go so far as to result in 
loss of life by potentially damaging life-saving systems.

Indeed, a cybercrime could cause severe harm or even death to living organisms or critical infrastructure that supports life. 
Examples of such life systems that could be threatened include the human body’s respiratory, cardiovascular, and nervous 
systems. The consequences of such events can be severe, potentially resulting in loss of life, widespread destruction, and 
long-lasting economic and social impacts. Therefore, it is important to respond appropriately to prevent or mitigate the effects 
of such events whenever possible.

A breach or cybercrime also requires time, resources, and effort to contain, eradicate and mitigate the damage. The healthcare 
and pharmaceutical sectors represent one area where attacks are rising.

Many industries, such as construction 3 and maritime 4 businesses, are at heightened risk from cyberattacks and cybercrimes; 
they are targets of choice for cybercriminals. The healthcare and pharmaceutical industry is one of the most noteworthy 
industries under attack as it fundamentally ensures our well-being. 5 It faces an unprecedented challenge as cybercriminals 
continue to target it, putting sensitive patient data and research at risk.

During 2022 and 2023, several healthcare providers, including Sharp HealthCare, Choice Health Insurance, Shields Health 
Care Group, and Alameda Health System, experienced data breaches with patients’ personal information, such as social 
security numbers, health insurance data, and health records, being compromised. Moreover, the Red Cross and Red Crescent 
societies across the globe also suffered a complex cyberattack that resulted in the seizure of data belonging to more than 
515,000 vulnerable people. 6
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According to Cybersecurity Ventures, cybercrime damage is set to reach $10 trillion by 2025, making it one of the biggest 
threats to global businesses. 7 The World Economic Forum’s Global Risks Report 2023 also highlights cyberattacks as a 
significant risk to the global economy, with healthcare and pharmaceutical companies among the most vulnerable. 8

A key concern for this industry is the supply chain risk; cyberattacks on third-party vendors and suppliers can potentially 
compromise the entire chain. In a TechTarget Pharma News Intelligence report, the cybersecurity risk to the pharmaceutical 
supply chain is estimated to be over $31 million annually. 9 It is a significant concern for the industry as supply chain disruptions 
could have severe consequences for patients relying on life-saving medications.

Historical breaches show that the healthcare and pharmaceutical industry has always been at risk of cyberattacks as many 
cybercriminals aim to steal their sensitive and confidential data. This can include but is not limited to, prescriptions, research 
and sensitive patient information because of their valuable data; these companies have become a target of choice for 
cybercriminals. One type of attack method is phishing with malicious emails, including a link and message to trick the victims 
into clicking it, the precursor to a ransomware attack. This happened to the Texas-based OakBend Medical Center, which 
suffered a ransomware attack in September 2022, forcing the hospital’s IT department to take all systems offline and put 
them in lockdown mode. 10 More recently, over 94,000 Florida Medical Clinic patients were notified that a ransomware attack 
deployed against the provider’s network on 9 January 2023 enabled the attacker to access specific files that contained their 
health information. 11

Just like in most industries, the risk of such attacks is massive for the healthcare and pharmaceutical industry. Ransomware 
attacks aim to extort ransom from victims using malicious software. If not paid, cybercriminals can threaten to distribute the 
data on the internet and often go through with it. The attack can cause companies considerable problems, such as computer 
downtime, financial loss and reputational damage, as evidenced by the phishing email cyber-attack that crippled the Irish 
Health Service Executive (HSE) in 2021. 12

In 2022, a cyberattack on a major IT provider for the UK National Health Service (NHS) was also confirmed as a ransomware 
attack. 13

Hospitals have seen variations of this type of attack. Health systems should review their cyber defences concerning webpages 
in response to threats from the pro-Russia hacktivist group known as Killnet, who use Denial of Service (DDoS) 14 attacks 
to take down forward-facing webpages and breach protected health information (PHI). 15 DDoS attacks create two primary 
problems for healthcare providers.

First, suppose a DDoS attack disables a hospital’s forward-facing webpage, which could affect appointment scheduling, 
prescriptions, and other services patients access through the web portal. In that case, hospitals should prepare to conduct 
these administrative tasks another way.

Second, a ransomware group will conduct a DDoS attack against a target, and while the cybersecurity team deals with the 
attack, the group will deploy the ransomware. The cybersecurity team is focused on cleaning up DDoS attacks and does not 
recognise that something else is happening. The real problem arises when patient data is encrypted or stolen and leaked.
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The leaking of stolen data has occurred previously. Following the cyberattack on the European Medicines Agency (EMA), a 
decentralised agency related to the European Union responsible for reviewing and approving vaccines before distribution, 
monitoring, and evaluating such medicines, cybercriminals leaked Covid-19 vaccination data from Pfizer and BioNTech. 16

It is imperative for pharmaceutical and healthcare providers to be aware of the threats to the industry and to have a plan and 
the right technology in place to identify and mitigate them.

Automation, third-party sellers, vendors, healthcare groups and new technological tools dominate the healthcare and 
pharmaceutical industry. They are beneficial, as they are needed to maintain vital supply chains and support research, care 
and development. However, if a third-party vendor is breached, it can damage all its partners. What is more, third-party access 
and security within healthcare are at significant risk. 17 This was evidenced in July 2022, when Infinity Rehab notified the US 
Department of Health and Human Services (HHS) that 183,254 patients had stolen their personal data. At the same time, 
Avamere Health Services informed the HHS that 197,730 patients had suffered a similar fate. Then on 16 August, Washington’s 
MultiCare revealed that 18,165 more patients were affected in the same breach. 18

Additionally, introducing the Internet of Things (IoT) in the healthcare and pharmaceutical industry makes it vulnerable to 
cyberattacks and cybercrimes. They use IoT to streamline and analyse critical patient data while multifaceted procedures are 
becoming more effective. While IoT devices are firmly associated with the industry 19, they increase cyberattack vectors due 
to vulnerabilities. 20

Many companies associated with or within the industry have merged or been acquired by giant corporations. This can harm 
cybersecurity because subsidiary companies tend not to invest in their security frequently; thus, the well-protected parent 
companies can find their security compromised. Therefore, companies should proactively prioritise their cybersecurity and 
cybercrime prevention before taking the necessary acquisition actions.

When organisations take a prevention-first approach to their inclusive business decisions, they will be better positioned to 
manage and monitor cyber risks proactively rather than react and recover after an attack or cybercrime. 21

Preventative and active protection can address these cybersecurity challenges and offer the healthcare and pharmaceutical 
industry powerful protection against cybercrime and insider threats. To address cybersecurity challenges, healthcare and 
pharmaceutical companies must proactively approach cybersecurity and implement preventative measures to protect 
sensitive data. 22 This can include securing the network perimeter, managing privileged access, implementing a zero-trust 
network access approach, and securing cloud environments. Cybersecurity and cybercrime prevention training should also 
be provided to employees to minimise the risk of insider threats.

A cyber gap and impact assessment can identify the risks that are present. Such an evaluation would include the digital and 
real world to identify any voids that malicious attackers could use knowingly or unknowingly. Once known, the organisation 
can use its risk appetite to deal with, pay to remove them, introduce compensating measures and controls, or accept the risk.

In conclusion, every industry needs strong cybersecurity and cybercrime prevention to protect its data and vital information 
from cybercriminals. Especially as companies, healthcare and pharmaceutical are desirable targets for cybercriminals. These 
companies should take the appropriate steps, identify the risks, make decisions, and implement solutions and best practices 
to protect themselves. They have an overabundance of confidential data, which, if breached, can cause grave consequences 
and potentially harm the economy, health and the public in general. By taking a proactive approach, the industry can protect 
sensitive data and mitigate the risk of significant financial and reputational damage.
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